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ABSTRACT: Every time we open our computer 

systems, laptops, or mobile phones to browse the 

web. We visit different web sites and open diverse 

hyperlinks or look for gadgets, what to shop or 

classify an advert. After a while, a separate website 

gives us a picture of the equal element we have 

been seeking out. That means we are being tracked 

and delivered tailored classified advertisement 

depending on our previous pursuits and location 

based totally on cookies content material. What 

makes the situation complex is that they may not be 

accredited or permitted to do that. The work aimed 

to study how are visitors of popular Nigerian 

websites tracked and how their privacy is affected. 

For that, all the cookies were identified by category 

and type. We determine if popular Nigerian 

webpages comply with the ePrivacy Directive to 

understand if visitors of popular Nigerian websites 

were tracked without consent. Finally, we calculate 

which are effective defense methods against third-

party tracking. This study has been based on 22 

popular Nigerian websites ranked by Amazon 

Alexa.com. And for the crawl a python code that 

generate Web crawling activities was created and 

executed for crawling purpose. The results showed 

that 64% of the popular websites use third-party 

cookies, and most of these websites track visitors 

without their consent.  

Keywords: Web tracking, cookies, ePrivacy 

Directive, third to third-party tracking, web beacon, 

Ghostery, Do Not Track, private browsing mode. 

 

I. INTRODUCTION 
Most internet users think their surfing 

information serves responsibly, many assume their 

identities have none to hide, and a sizable portion 

of them think they can't utilize certain features of 

certain web services if they don't think about and 

agree to certain terms. They are unaware of how 

their data is being collected, processed, and used, 

or how using a website service may affect their 

privacy. It is possible to identify frequently 

frequented websites by calculating the range of 

daily visits and landings on an ongoing basis after 

every trip to a well-known website
1
. The goal of 

this research is to understand how users of well-

known websites are tracked and how this affects 

their privacy. An analysis of cookies by kind and 

category is provided in this paper. It is possible to 

identify the extent of tracking and the compliance 

of prominent websites with the ePrivacy Directive
2
. 

Additionally, the outcome displays all cookie-

related information for each website category and 

provides information on whether prominent 

websites track their visitors without their 

knowledge. This may be done by checking if 

websites adhere to the ePrivacy Directive. All of 

the data are examined and listed in the last section 

of this study. The 50 well-known Nigerian websites 

ranked by Amazon Alexa.com served as the basis 

for this study. The five categories of these websites 

were news, e-commerce, online services, social 

media, and services. online crawling was
1
 created 

in the Python programming language to carry out 

this investigation
3
. Figure1 shows how data and 

information of web users are grabbed by cookies 

and are converted into financial means for the 

organization by selling cookies which are mostly 

their data, information and users web experience 

with other organizations which are mostly third-

party that are advertisement company and it also 

aid them in reaching to more audience for their 

products propaganda, propagation and could also 

fall into the wrong hands
4
. 
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Figure 1: Web Tracking Illustration with 

www.twitter.com (Authors) 

 

A. Problem Statement 

Current web tracking research indicates 

that many web users have unintentionally lost 

important or incidental data and information online. 

Due to the issue of data loss in cyberspace, users 

frequently lose their personal information 

carelessly, which leads to fraud, impersonation, 

web stalking, access to the victim's bank account, 

and loan applications using the victim's personal 

information. Most of the time, internet visitors 

(also known as online users) are unaware of any 

programmed tracking device that has been 

integrated via cookies into a website's consent 

page, resulting in a backend information drop about 

users' interactions with the website. The most 

crucial consent page that appears on the screen 

after visiting a website and gives us the option to 

cooperate with it by agreeing to the terms and then 

continuing to communicate with the legitimate site, 

or to ignore it and lose the option to cooperate with 

the sites, is typically where most web users lose 

information. They could also lose a lot of 

information through phishing links that are 

frequently used. 

 

B. Aim and Objectives 

The paper developed a web crawler 

program that can track data and information of 22 

popular Nigerian website and their cookies and to 

also find out how visitors of popular websites are 

tracked and how their privacy is affected. The 

specific objectives of the study are to:  

i. Develop a web scraper program for tracking 

of cookies.  

ii. Collection of different cookies  

iii. Calculate and analyze the first- and third-

party cookies
3
.  

iv. Distinguish the cookies by type and their 

attribute. 

 

II. LITERATURE REVIEW 
Several research have revealed that web 

tracking is a study that needs attention without 

doubt, as it helps in revealing how to curb the 

insecurities and irregularities on the web space that 

might be potent to whisk away with users‟ data and 

information without their consent. Research shows 

that frequent diagnosis and evaluation of this study 

will lead to further analytical revelation of more 

measures to curb the means at which data are lost 

in the web space
6
. But what is web tracking? 

“Tracking means it can be an act or the process of 

following something or someone”. Websites 

mostly gather technical data: IP address, screen 

determination, or the browser used at the website 

visit. If cookies are used, there are two main 

assignments: either make browsing experience 

better or collect browsing info and share with other 

counterparts
7
. Already in the year 2001, some 

conclusions were made about cookies and tracking 

cookies, that are actual 21 years later: 

i. Some web users do not know about cookies 

and how websites administrator might use it 

against them.  

ii. Some web users know how cookies can 

track them and are unconcerned about it.  

iii. Some web users do not know which cookies 

they will accept and accept all of them.  

iv. Some web users want to assume that they 

are protected from bad usage of cookies and 

believes that web regulations will help them.  

 

This study will enlighten users on how to 

understand when being tracked, and how to avoid 

being monitored. Whenever a web user visits a 

cookie induced website, the first indication on the 

website is a cookie banner or cookie notice that 

will signal the user to interact with the cookie 

toggle with the displayed option in other to further 

interacts with the services the website provides
8,9

. 

The opposite situation occurs when the 

banner is not used and tracking still occurred (by 

looking at installed cookies). There can be a wrong 

understanding that all websites are tracking website 

visitors
10

. Web track was initially developed to 

facilitate better marketing, and it is the same with 

most websites. There are several mechanisms and 

implications of how tracking can happen. As 

cybersecurity is about defense, there are several 

defense methods to minimize the impact of 

mechanisms and implications. There are several 

options, how to write about web tracking and there 

are several organizations that are interested in using 
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data and information of web users for different 

purpose, either for advertisement and marketing, 

impersonation, fraudulent activities which are illicit 

and might be complicated for the data owner
11

. For 

whom the collected tracking data is necessary: i ii 

Advertisement companies collect information to 

influence and produce tailored ads to users. The 

main aim is to find out users‟ interests in different 

categories
12

. Law enforcement and intelligence 

agencies collect information to perform the tasks 

assigned to them
13

. iii Website owners are 

interested in their website analytics. It also helps to 

produce a tailored website advertisement
14

. 

A related result is that because advertising 

businesses obtain tracking information and are not 

concerned about data leaks, they value user data 

collection more than user privacy. Tracking is more 

akin to a connection between customers and 

internet advertising corporations than it is usually a 

bad thing
10

. Most of it goes to advertising 

businesses, but if customers are dissatisfied, they 

can always erase the cookies. Some businesses 

provide "cross-device" tracking rather than third-

party cookies. It implies that a single individual 

may be recognized via search across several 

devices. Among the information to collect are IP 

addresses and the operating system ID
11

. If a 

website visitor has just searched for bread on 

Google and is currently surfing Twitter, they may 

see a bread advertisement there. A high-level 

review and conception of online tracking has been 

done, with a focus on the commercial, 

technological, and privacy aspects. The news 

category is another illustration
12

. Top users of 

tracking cookies are news websites. Cookies have 

been used by news websites since they first 

appeared. It has been noted several times that news 

websites have the greatest cookie coefficient. For 

instance, the most well-known Nigerian websites 

with trackers are news websites, which also contain 

many trackers
13

. 

 

A. Web Tracking Privacy Implications 

“The definition of online privacy is the 

level of privacy protection an individual has while 

connected to the Internet. It covers the amount of 

online security available for personal and financial 

data, communications, and preferences”
14

. 

Regarding privacy concerns and data gathering 

abuses, Timothy Libert published a piece in the 

New York Times. The issue with news websites is 

particularly difficult. According to the initial 

investigation, over 50 different businesses follow 

individual data to gather as much personal data as 

they can for commercial use
15

. Data on readers of 

news websites was shared with third parties, 

according to an analysis of their privacy rules. 

Targeted adverts on these news websites and other 

websites are the consequence of the usage of third-

party cookies on these websites to gather 

information about user activity
16

. The privacy of 

individuals may be at risk by web tracking
17

. Firms 

have access to visitor information and can compile 

thorough internet profiles. Even when visiting 

websites you trust, visitor data may still be 

captured and sold to a rival
18

. Mostly private 

details, but what exactly is the confidential data in 

which various parties are interested? Name, 

location, age, gender, and a special computer 

identity are all examples of personalization in the 

context of online monitoring. The user's personally 

identifying information, such as age or gender, can 

be discovered by examining the HTTP headers
19

. 

The visitor receives a cookie with a unique ID 

when they first visit the website, but as many other 

websites utilize the same third-party cookie, it is 

possible for the visitor's unique ID and user data to 

be exposed to third parties. Most websites allow 

third-party cookies without the user's knowledge on 

average, and huge firms with US backgrounds (like 

Google) are typically the ones that do it. Few 

websites wait for user approval before installing 

cookies and the vast majority do not offer cookie 

banners
20

. The two primary privacy problems in 

online tracking that might result in damaging web 

tracking situations are private data leaking and 

identifiability. The most popular technique of 

identifying utilizes a visitor's IP address to follow 

them across websites they have visited or uses 

cookies to track them across pages they have 

called
21

. To assess if there is a chance of user 

privacy being compromised, the writers made the 

decision to examine the third-party tracking. They 

opt to focus more on the websites that employ a 

specific word tied to users' privacy (such cookies, 

cards, or passwords) rather than prohibiting all 

access tracking. The tracking rate decreased as a 

result, going from 71% to 24%
22

. They concluded 

that the usage of third-party trackers raises privacy 

and online morality issues, and that the more third-

party trackers there are connected to one another, 

the more users might potentially be tracked
23

.  

 

B. Cookies  

How do cookies work? A stateful 

browser-server interaction in a stateless protocol is 

made feasible through cookies. Cookies, or HTTP 

(Hypertext Transfer Protocol) cookies, are 

produced and updated by the server, saved by the 

browser, and sent back and forth between the 

browser and the server. Web developers typically 

create cookies. There are several types of cookies. 
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First-party cookies are created by the domain that 

hosts the website, and no information is shared 

between them
24

. The converse is true with third-

party cookies, which indicate that information is 

sent from one website to another, and that the first 

website has granted permission to gather data. The 

third party cookies may thus violate your privacy
25

. 

By categories, we can classify cookies. The most 

common categories that were used in the context of 

this work are:  

i. Strictly Necessary cookies: Cookies are 

essential for the provision of the website 

service.  

ii. Performance cookies: Provide statistical 

information on website usage.  

iii. Functionality cookies: Provide enhanced 

functionality for all website functions. and 

its 

iv. Targeting/Advertising cookies: Create 

profiles or personalized content. Set mainly 

by third parties and with the highest privacy 

risks to visitors.  

 

Although generally safe, cookies cannot 

ensure privacy. If there is an instance of unsecured 

information, cybercriminals and fraudsters can 

utilize cookies to monitor user online activity. 

Cookies have a lifespan division. The average 

cookie has a life span of only approximately six 

months. The browser should expire the cookies at 

this point. A user can distinguish between a 

temporary cookie and a tracking cookie using the 

cookie expiration time. There are two categories of 

cookies:  

 

i. Non-persistent cookies: mostly session cookies 

that are deleted after the session. Persistent 

cookies. Stored in browser memory with 

expiration time26. 

Research titled "Towards a global 

perspective on web tracking" highlighted Nigerian 

websites. Nigerian websites are among the TOP 6 

AU nations with the greatest quantity of cookies 

with the longest expiration dates27. Many third-

party cookies on websites have a lengthy validity 

term, which is against Australian legislation. 

Tracking cookies are the most frequent cookies 

with a long expiration date, and 80% of third-party 

cookies have an expiration date of one month or 

longer. 

 
Figure 2. Cookie syncing between websites

31 

 

The process of third-party cookie 

synchronization haven explained implies that a 

visitor uses three separate IP addresses to view 

three different websites. The third website will 

know that this is the same person if it utilizes the 

same cookies as the other two. The top 20 third-

party monitoring firms and their third-party 

domains are shown below
31

. According to a US-

based study on third party cookies, news websites 

depend on third parties more than other types of 

websites do. 95% of news websites use third-party 

material, and they do so in such large quantities 

that the number exceeds trackers of the 500 most 

popular websites in the same nation, according to 

an analysis of news websites in various countries. 

The US-based internet corporations Google, 

Facebook, Amazon, and Twitter have a vested 

interest in gathering information on every news 

website. The first technological business 

established in the EU only had cookies on 7% of 

websites. With at least one third-party tracker, 46% 

of prominent websites on Alexa.com were 

monitored. 29% of the websites were monitored by 

at least five outside trackers32. The fact that 

Google, a third party, gathers cookie data from 

25% of the most popular websites according to 

Alexa.com. 

 

III. RESEARCH APPROACH 
This chapter explains the data gathering 

methodology, the analysis required for the tracking, 

monitoring, and evaluation process, as well as how 

to fulfill both functional and nonfunctional needs. 

The strategies for reaching the goals outlined in 

this thesis will be discussed in more detail below, 

along with a draft and an explanation of the 

analysis. The purpose of the study and the data 

collecting, and analytic techniques used to 

accomplish it are described in this thesis'. The 

analysis of the most popular or topmost frequently 

visited website was sorted out from Alexa.com 

TOP50 visited Nigerian websites (Appendix 1). 

First crawl showed that many popular websites are 

back-end websites (no cookies). From there data 
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connected with Nigeria websites were sorted out. 

They were categorized by their content and used IP 

address was contacted by the web-based crawling 

program which was designed for the achievement 

of this thesis. Category was chosen by the web 

content, and it was divided into five categories: 

news, web services, e-commerce, social media and 

services (Table 1). Web Services and services were 

differentiated by selling aspect. If there is 

possibility of buying something, paying or carting 

goods online, then it belongs to services category. 

Alexa.com was chosen, as in previous research it 

has been pointed out, that tracking occurs more on 

the higher ranked websites. In the Alexa.com, some 

popular websites on the list generated a general 

error code and in manual check that website does 

not exist. In general, 22 websites were added for 

analysis. 

 

IV. RESULTS 

 
Figure 3 Representation of News Categories 

Cookies 

 
Figure 4 Representation of Ecommerce Categories 

Cookies (Researcher Taiwo, M., 2023) 

 
Figure 5 Representation of Social Media 

Categories Cookies (Researcher M, Taiwo, 2022) 

 

V. CONCLUSION 
All in all, this proposal is created fully 

intent on assisting with making mindfulness on 

how a site or site executive can have a lot of data 

about a client, by utilizing client experience or 

conduct on their site which may be at times without 

client assent or information. A web crawler python 

program was produced for the gathering and 

investigation of information. The framework is a 

viable, proficient, basic and quick instrument for 

web treat crawler. The framework will assist with 

forestalling loss of information and data on the web 

space and make more consciousness of how 

outsider functions and how clients can be checked 

and conveyed a custom fitted commercial. The 

fundamental strategic and estimation constraint is 

that the created treat crawler wouldn't collaborate 

with destinations in manners a genuine client may, 

and signing into sites doesn't do activities, for 

example, looking over or clicking joins, and the 

framework runs just the python Inactive. Web 

creep of this work showed that few treats had 

copied values, which had a similar host, name, 

esteem, and the time stamp. The web treat crawler 

framework was made to simplify it for protection 

assessment, outsider treat investigation and assent 

input. This requires some investment, work, and 

paper to physically do. Also, you are allowed to 

give your input with next to no hesitance. 
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